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General Counsel Column
What Employers Should Know About Social Media in the Workplace
By: Kathryn M. Hindman and Barbara A. Bloom, Bullard Law

Rarely a day goes by without hearing about an employee who believes that she has unlimited rights to post,
tweet, blog and otherwise access social media in connection with work, and the trouble her employer gets into
when it attempts to limit that use. Lately it seems that keeping up on recent case law and the National Labor
Relations Board weighing in on when disciplining or terminating employees who make derogatory comments,
or disclose proprietary and confidential information via LinkedIn or Facebook or Twitter about work is appropriate, is a full-time job. Let's focus and discuss the "bottom-line," top ten things to keep in mind before disciplining or terminating any employee for mixing professional and personal information on social media sites:

1.
Develop/Adopt a Social Media Use Policy. Employers should notify employees in a written
policy its expectations regarding business related and personal use of social media as it relates to the workplace. Such a policy should specify the extent to which the employer may monitor employees' use of social
media. Employers also should notify employees that violations of the social media policy may result in discipline up to and including discharge, however, these limitations are not intended to infringe on any rights employees may have under applicable employment and/or labor laws.
2.
Potential National Labor Relations Act Implications. Private sector employers subject to
the National Labor Relations Act (NLRA) should remember that union-represented and non-union employees
are protected by the NLRA to engage in "protected concerted activity" for the purpose of collective bargaining
and/or their "mutual aid and protection." This means that employees generally have the right under the NLRA
to discuss their wages, hours and working conditions with each other on or off duty, including through the use
of social media, and employers should be cautious disciplining employees for such activity.
3.
Whistleblower Laws Protect Employees Under State/Federal Law. Employers also should
be aware that statements made by employees on social networking sites may be protected by state and/or federal whistleblower laws, including Oregon's Private Sector Whistleblower Law (ORS 659A.199) that protects
private sector employees from adverse employment action because the employee has in good faith reported
information that the employee believes is evidence of a violation of federal or state law and Oregon's Public
Sector Whistleblower Law (ORS 659A.200-.224) that contains the same protection for public sector employees, as well as reporting information that the employee reasonably believes is evidence of mismanagement,
gross waste of funds or abuse of authority.
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4.
HIPAA and ADA Confidentiality Requirements. Health care related employers should remind employees that mentioning something on social media that could identify a patient could constitute a
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule violation. In addition, the Americans with Disabilities Act (ADA) requires employers to keep medical information related to its employees
confidential, and employees should be warned not to share any such information on social networking sites.
5.
Using Information Protected by Anti-Discrimination Laws. Employers using social media
to screen applicants or in connection with a workplace investigation should take care regarding the use of protected status information that may be learned through such a search (i.e., age, religion, sexual orientation,
etc.). Remember that Oregon civil rights law protects the consumption of lawful tobacco products during nonwork hours, and information related to such use should not be relied upon to take an adverse employment action against an applicant or employee. Employers should consider keeping any such information away from
the decision maker, so as to avoid even the appearance that protected status information learned through social
media was a factor in the final decision.
6.
Workplace Harassment/Violence Claims Can Arise On or Off Duty. Employees engaging
inappropriate conduct such as "sexting" and/or "cyber-bullying" through social media/smart phones toward
others in the same workplace (including co-workers, visitors, vendors, etc.) should be investigated by the Employer in the same was as any other potential harassment or violent situation, regardless of whether the action
took place on or off duty, and an employer's failure to act upon receiving knowledge of such action could lead
to liability under applicable laws. Supervisors also should be trained to report any potential workplace harassment/violence issue that they become aware of as soon as possible, including those learned from
employee's social media or smart phone use.
7.
Responding to Employees’ Freedom of Speech Claims. The First Amendment's "freedom of
speech" protections only relate to actions taken by the government, and therefore such claims can only be
made in public sector workplaces, where this issue must be weighed against the employer's legitimate interests
and legal counsel should be consulted before any final action is taken. Private sector employees cannot pursue
constitutional "freedom of speech" claims against their employers, although other related statutory claims may
be asserted as outlined above.
8.
Employees’ "Right to Privacy" Concerns. Similarly, the U.S. Constitution does not give
workplace privacy rights in the private sector, and such claims can only be made in public sector workplaces. There also is not any federal or state statutory law that provides general privacy protection in the employment arena, although there are several specific laws that do so in particular situations (i.e., HIPAA, ADA,
etc.). Employers can generally manage common law "invasion of privacy" claims where employees give consent and/or employees are informed there is no "reasonable expectation of privacy" in the information or the
workplace.
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9.
Using False Means to Gain Access to Employee Information. Employers should not use
false means to gain access to an employee's social media profile or group set to private, nor should an employer require another employee to give them access to their co-workers' restricted social network information. Doing so could subject an employer to a statutory claim under applicable privacy laws, including the
Stored Communications Act and/or Electronic Communications Privacy Act.
10. Comply with Potential Duty To Bargain Requirements. In unionized workplaces, an employer should take steps to comply with any potential duty to bargain requirements that may be applicable
when considering the adoption of a social media use policy and/or changing its past practices in regard to
monitoring employee's social networking sites, smart phone and other related technology use.

Evaluating the application of these tools to your particular workforce will go a long way when and if there
comes time to defend your right to discipline an employee for inappropriate and unprofessional use of social
media.
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